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Tablets are playing an increasing role in enterprise mobile deployments for a wide variety 
of companies and user tasks. Often, enterprise tablet deployments result from the demands 
of an end user community that has grown accustomed to such devices in their personal 
lives. But many companies have no formal strategy regarding their selection and 
deployment. Enterprises must rationalize the desires of end users with the specific needs 
and limitations of the organization.  
 
Addressing the Needs of the Three Enterprise Constituencies.  Any inclusive evaluation 
must take into account the three primary constituencies that will ultimately be affected. 
These are the End Users, the Line of Business (LOB), and IT. While many of the needs 
and desires of the three groups are similar, they may diverge on others. Improperly 
addressing the needs of these constituencies will result in a sub-optimized solution that can 
negatively impact user productivity, Total Cost of Ownership (TCO), IT functions, and 
business operations.  
 
Figure 1: The Three Constituencies Affecting Decision Making 
 

 
 
What End Users Want.  End users tend to be the most vociferous requestors of tablets. 
And with many high level executives among those demanding devices, they often get their 
way. However, not all demands can be rationalized with the overall needs of the 
organization, such as the best method of conducting its business, meeting the regulatory 
requirements imposed on the organization, utilizing the resources available, or meeting 
specialized app requirements. 
LOB Requirements.  While users have a perception of what their mobile life with a tablet 
should be, it may not fully equate to the needs of the business. Since LOBs directly fund 
65% of corporate app deployments, their preferences are often weighted more heavily than 
IT in the decision process. LOBs are heavily influenced by end user desires, but they may 
have unique requirements that users and IT may not fully consider. LOBs must balance 
end user desires with real world requirements, particularly around apps and existing 
infrastructure and processes. Not doing so creates issues in procuring, using and 
supporting any deployment.  
IT Requirements.  While IT is generally open to user and LOB concerns, its primary mission 
is deploying a solution that will most easily integrate into the enterprise infrastructure. 
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Because IT only funds about 35% of corporate solutions it is often unable to impose its will 
(or its selection). Nevertheless, it does have a major influence/impact on the final decision 
process. Without IT fully supporting the solution, it will likely experience many ongoing 
challenges.  
 
7 Steps to Picking the Right Enterprise-Class Tablet 
There are a number of practical steps that organizations can take to select the best tablet 
to meet their mobile users’ needs and corporate requirements. Enterprises should take a 
number of calculated steps in evaluating and selecting the optimum tablet strategy such as: 

 
Figure 2: 7 Steps to Picking the Right Enterprise-Class Tablet 
 

 
 
Bottom Line: Enterprises should carefully evaluate which solution is the optimum choice 
for its specific needs, and not simply deploy devices based on end user or market 
popularity. Without doing a proper analysis, it is highly likely that the deployment and 
utilization of tablets in the enterprise will not achieve their true potential, nor assist in 
improving overall operations, minimizing costs, or satisfying end user needs. 
� Above excerpted from our whitepaper: “Picking the Right Enterprise Tablet: Things to 

Consider”. A complete copy is available on request 
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Tablets in the Enterprise: iPads in Trouble? 
Many reports and observations in the media suggest that tablets in the enterprise 
are following the same path as smartphones and being driven by BYOD (Bring 
Your Own Device) influences. Our research shows something very different is 
taking place. Deployments are being driven by enterprise initiatives rather than ad 
hoc BYOD forces, and device purchases are reflecting that trend. 
 
Despite the dramatic growth of BYOD smartphones in most companies making 
BYOD ownership a significant and growing part of the company culture, the effect 
of BYOD on tablet deployments will be quite different.  Our research indicates that 
Corporate owned and deployed tablets will grow at an Average Annual Growth 
Rate of 64% over the next 3 years, while BYOD tablets will grow at 31%. As a 
result, most organizations will have a dramatically larger base of corporate owned 
and provisioned devices than user supplied BYOD devices, affecting procurement, 
support, infrastructure, apps and TCO. This will also dramatically limit end user 
choice and device preferences.  This data was obtained from our research study, 
Enterprise Mobile Applications: A Study of Strategies and Adoption Trends.   
 
The rapid growth of BYOD smartphone deployments is pushing organizations to be 
more flexible and accommodate end user demands, but the path to enterprise 
tablet enablement will proceed very differently in most companies.  
 
What is clear is that enterprises are far more likely to tightly control tablet-enabled 
solutions than their “laissez faire” attitude towards smartphones, where BYOD is 
prevalent. This is both a reflection of the greater complexity in deploying and 
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supporting tablet solutions, as well as a realization that the acquisition costs of the 
device are a very small component (10%-15%) of the overall cost of the solution, 
and specifying and owning the device gives companies much greater control over 
the end results. 
 
There are a number of factors further affecting this trend. Tablets are generally not 
as low cost as smartphones when it comes to acquisition. In fact they are usually 
significantly more expensive (2X – 3X), as they are not subsidized by carriers like 
smartphones are. And they are generally more expensive in any event due to their 
physical properties (e.g., bigger screens, more memory, bigger battery, etc.). 
Tablets also fall into a different category of mobile solution. They are a much closer 
match to the notebook than the smartphone.  
 
From a BYOD perspective, companies evaluate an overall solution enabling 
complex mission-critical apps and consider if they really want to support a complex 
SAP extension for 4 different tablet OSes? The answer is generally no. Further, 
unlike a lot of smartphone solutions which are often relatively “simple” (e.g., email. 
expense reports, approval processes), tablet apps tend to be more complex and of 
higher transactional value (e.g., order placement, business analytics, data 
acquisition, manufacturing). As a result, the cost of a tablet becomes a small 
percentage of the overall solution. Finally, in a true mission critical tablet app, 
maximizing support for users is mandatory. Enterprises don’t want workers going 
off line and unable to do their jobs. Controlling the device, app, infrastructure, data, 
security, etc. gives the IT group far more control and the ability to better support 
mobile users, while also generally reducing cost (TCO). 
 
Bottom Line:  The move to corporate purchased tablets heavily favors the 
mainstream suppliers of enterprise products (e.g., Dell, HP, Lenovo, Microsoft, 
Intel), over the lesser enterprise-oriented vendors (e.g., Apple, Acer, Asus, Google 
Nexus, Samsung, Toshiba). It further favors the already embedded OSes that 
companies have grown accustomed to running their apps, and limits end user 
choice. This trend favors Windows, and to a lesser extent Android, over iOS longer 
term. We expect a gradual decline in enterprise iPad deployments over the next 2-
3 years, at which time Android’s market share will exceed iOS in corporate 
installations (by overcoming Android’s real security shortcomings), and when 
Windows will power 15%-20% of enterprise tablets. 

MFA Gets Mobile (Multi-Factor Authentication) 
With more users going mobile, and with an increasingly high risk of device 
compromise through malware and/or inadequate sign-on protection for lost 
devices, it’s important for enterprises to take steps to limit any potential damages a 
mobile breech could do to the company operations and/or reputation. Indeed, 
many of the traditional kinds of measures currently being used in security-aware 
enterprises for PC and remote web access (e.g., SecureID tokens) have been 
ignored in the quest to grant mobile users corporate access, especially in 
companies pursuing a diversity of devices by supporting BYOD. We believe most 
enterprises (and device makers) have done an inadequate job protecting corporate 
assets from the increasing risk of mobile device users, and that companies must 
examine ways to add security layers by implementing multi-factor authentication 
(MFA) methods for all mobile smartphone and tablet users (and indeed for all user 
regardless of device access). 
 
MFA is one of those areas where we find few companies that understand the need 
to extend this capability to mobile devices. Indeed, we believe less than 20% of 
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companies have even attempted mobile device MFA, and even less (5%-10%) 
have implemented it, despite the fact that the ramifications of security failures are 
potentially highly destructive. Clearly tokens generated by external devices and 
which companies have been using for many years, is not the only way or even the 
best way to do mobile MFA. In fact MFA on mobile, and especially with the advent 
of large scale BYOD deployments, is one of those underappreciated areas that 
enterprises are just now trying to deal with (and not very well at that).  
 
MFA is not about single sign on (SSO), which although convenient for end users, 
may actually make corporate resources less secure rather than more so. If a 
mobile device is compromised, the malicious actors would then have access 
(through SSO) to all corporate systems. SSO therefore must be used with caution. 
Indeed, we recommend that companies do not use SSO without first deploying 
some form of MFA. Companies that evaluate MFA and/or SSO should look at each 
function independently, despite some vendors offering both in the same package. 
 
There are a variety of MFA techniques being employed (e.g., SMS messages with 
special codes, email acknowledgements, mobile device identifiers, embedded OS 
tokens). The major players (e.g., Apple with Authentec, MSFT with PhoneFactor, 
RSA with PassBan) see this area as a major differentiator going forward. With so 
many techniques, its difficult for companies to decide on the best path to follow. 
 
Any MFA that can be successfully deployed to mobile devices must be highly user 
friendly and not have major negative impact on the user experience. This is 
especially true for smaller format devices and/or low bandwidth networks, where 
MFA could have highly negative user impact (and reactions). Further, because of 
the diversity of functionality and capability in mobile devices, its important 
companies implement MFA that can be specifically tailored to the device for 
maximum utility. 
 
Bottom Line: Most companies, both for internal users as well as consumers, 
should be actively involved in finding ways to implement MFA. And although it’s not 
perfect, using MFA can dramatically reduce the amount of impact from malicious 
users and/or brute force attacks, as well as lost devices. We expect to see many 
more offerings in this space over the coming 1-2 years, and advise organizations to 
add this tool to their mobile security efforts. 
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About J.Gold Associates, LLC. 

J.Gold Associates provides advisory services, syndicated research, strategic consulting 
and in-context analysis to help its clients make important technology choices and to enable 
improved product deployment decisions and go to market strategies. We work with our 
clients to produce successful new product strategies and deployments through workshops 
and reviews, business and strategic plan coaching and reviews, assistance in product 
selection and vendor evaluations, needs analysis, competitive analysis, and ongoing 
expertise transfer.  
 
J.Gold Associates provides its clients with insightful, meaningful and actionable analysis of 
trends in the computer and technology industries. We have acquired a broad based 
knowledge of the technology landscape and business deployment requirements, and bring 
that expertise to bear in our work. We cover the needs of business users in enterprise and 
SMB markets, plus focus on emerging consumer technologies that will quickly be re-
purposed to business use.  

 
We can provide your company with a trusted and expert resource to maximize your 
investments and minimize your risk. Please contact us to see how we can help you. 


